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8 - Cyberspace is the physical and non-physical terrain created by and/or composed of
some or all of the following: computers, computer systems, networks, and their computer
programs, computer data, content data, traffic data, and users. ITU TOOLKIT FOR
CYBERCRIME LEGISLATION -Developed through the American Bar Association’s
Privacy & Computer Crime Committee -Section of Science & Technology Law -with
Global Participation ICT Applications and Cyber security Division Policies and Strategies
Department ITU Telecommunication Development Sector- Draft Rev. February 2010.
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2 02— 2000
10 - Scientists and engineers have developed technologies over the last few decades that
enable computer users to communicate globally. The creation of these technologies
presents numerous legal and regulatory challenges that demand fast and efficient responses.
The enormous speed of technological refinement magnifies these challenges. Some issues
related to the Internet are truly unprecedented, prompting a need to reassess existing legal
and regulatory models that may not fit this emerging technology: Lawyers, legal scholars,
and other commentators are only beginning to explore the challenges of the interactive
computer capabilities that comprise this new technological frontierr WHO SHOULD
GOVERN THE INTERNET? MONITORING AND SUPPORTING A NEW
FRONTIER. Steven R. Salbu- Associate Professor, Graduate School of Business,
University of Texas at Austin. B.A., Hofstra University; M.A., Dartmouth College;
J.D., College of William and Mary; M.- Harvard Journal of Law & Technology
Yolume 11, Number 2 Winter 1998A.
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-In the 1980s,some schools offered a “Computer Law” course on substantive computer
law or a “Computers and the Law” course on using computers in a legal practice. Sometime
in the early 1990s, schools offered courses specifically focusing on the law of networked
communications. The specifics may be lost to history, but pioneering courses probably
were offered in 1993-1994, with perhaps a half-dozen courses in 1994-1995, about two
dozen courses in 1995-1996, and rapid expansion thereafter. See Roberta Rosenthal K
wall, The Intellectual Property Curriculum: Findings of Professor and Practitioner
Surveys, 49 J. LEGAL EDUC. 203, 204, 207 (1999) (in 1999, 34 of 69 Schools responding
to a survey offered a Cyber law course of some sort).
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16 - Internet Law encompasses all cases, statutes, and constitutional provisions that impact
persons and institutions when they go online. Issues include free speech, intellectual
property, privacy, safety, equity, jurisdiction, and e-commerce" Naavi-vijay Ashankar-
Cyber Law For every netizen in India- Version 2004.P 155.
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iy Lapes Lot Gud alatin) (8 Jladd) 3 e el ALadl) " SY)
Gladaial agin g o) il Gladl ) g s sall oy 8 ablay
(17)- agr falss 28165 aglalissl 8 G3lass "o gyl

Jolill lalinay Claslaall s "Claslall 48" 0538 2905 G Caagll ()
lday laglaall Plaia) Lalaily doballs dadleal) akiis cilaralls il
i o eld o ) alad) i i L Aliaial) cildpanilly @l gl
VAR Juw e gt S35 Cile simsall (o 222 e gging "Cilasleall
yally dpad )l A,Sall A SLally A g STy ailyally 459 5y Byladll puaall
(18) gl vvveyig STV 3501 8 Ay gucadllg 3 ST

22001 sy 265 el A yaall )l ) e e ghaal) jume 5 A pall DE - e Qa3 kil - 17
- Survey courses cover multiple disparate doctrines—such as jurisdiction, contracts,
trespass to chattels, intellectual property, defamation, privacy, pornography, the First
Amendment, tax, gambling, spam, spyware, etc. Typically emphasizing breadth over depth.
Free speech-focused courses focus on the Internet as a speech medium and the role of the
First Amendment. IP-focused courses focus on IP and the Internet. E-commerce courses
focus on doing business on the Internet. Architecturally, these courses often resemble
survey courses, but they may emphasize different issues. Computer crimes courses focus on
the Computer Fraud & Abuse Act, the Electronic Communications Privacy Act, the Fourth
Amendment and other topics. Computer law courses focus on the computer hardware and
software industry. While some computer law topics do not obviously relate to cyber law
(e.g., mask work protections), computer law courses routinely cover many topics in other
Cyber law coursesCyber law clinics provide supervised opportunities for students to work
on cyber law-related litigation or other real-life projects. Technology-in-practice courses
consider the role of technology in the legal practice. Example courses include e-discovery
and advanced legal research courses based on Internet research.
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ERIC ) (19) ket st i)l jsadgpull aniagl Le () aliall Jaa & i
sasiall UYL IS bl Laalay Jadl o5l sl (GOLDMAN
xie 43l (21) TEACHING CYBERLAW (Jlsins 4 8 (*) 48,4V
G ' b Sl auly Lgigie 28 21995 alall & 3alall 3] dusyy
Gl e a8l Jladdl gl apdanl) e gabaiy ) s o
& Ylasind 81 OIS bl st Gl e iyl ddadipall e Ay STy
aladl g 4l V) e ) Gl o)Al il culS Lae Gl
Balll sl ysaads ) Jac i lS0il) B cu ) Cmvial Ladie s 22008
cuiyl o el e dialaie ST o)y asl Cual(22) i) o sld )
Liay 4l "leadd Gl syl maasly o (P) SlSial A8 s
") gl e (e cinnal 28yl o6l 30l of 22008l

19 -Assistant Professor and Director, High Tech Law Institute, Santa Clara University
School of Law.. Website: http://www.ericgoldman.org.

20 -Santa Clara University, located in California's Silicon Valley, offers its more than
8,000 students rigorous undergraduate curricula in arts and sciences, business, and
engineering, plus master's, Ph.D And law degrees. Distinguished nationally by the fourth-
highest graduation rate among all U.S. masters’ universities, California's oldest operating
higher-education institution demonstrates faith-inspired values of ethics and social justice.
?' _ TEACHING CYBERLAW- SAINT LOUIS UNIVERSITY LAW JOURNAL- [Vol.
52:749- SEPTEMBER 26, 2008

22 - Historically, I have titled my course “Cyberspace Law” or “Cyber law “because the
term covers the full range of electronic networks, such as Bulletin Board Systems (BBSs)
not connected to the Internet. However, the term “cyberspace” may be slightly dated; the
term was more commonly used in the1990s when other networks still competed with the
Internet. Today, I suspect students would better understand the title “Internet Law,” and
that may make it more logical choice.

. "Internet Law encompasses all cases, statutes, and constitutional provisions that impact
persons and institutions when they go online. Issues include free speech, intellectual
property, privacy, safety, equity, jurisdiction, and e-commerce" Reference: Naavi-vijay
Ashankar-Cyber Law For every netizen in India- Version 2004.P 155.
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** _ Over the past dozen years, Cyber law courses have become a staple of the law school
curriculum. Reference:- TEACHING CYBERLAW- SAINT LOUIS UNIVERSITY LAW
JOURNAL- [Vol. 52:749- SEPTEMBER 26, 2008

25 -Today, between one-half and two-thirds of U.S law schools regularly offer at least one
Cyber law course. Other academic departments, including business and computer
science/information science schools, offer Cyber law as well. See: TEACHING
CYBERLAW- By ERIC GOLDMAN- SEPTEMBER 26, 2008.
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27 - There have been calls to treat cyberspace as a separate jurisdiction for the purposes of
legal analysis. Some commentators have suggested that a separate law of cyberspace, akin
to the law of the high seas, should be devised. Others have proposed that the norms and
practices of the users of the Internet could be relied upon in determining the applicable and
appropriate legal principles that should apply to transactions conducted via the medium of
the Internet. Samtani Anil & Harry SK Tan Legal, Regulatory and Policy Issues of E-
Commerce in Asia Asian Forum on ICT Policies and e-Strategies By Asia-Pacific
Development Information Program United Nations Development Program
www.apdip.net/asian-forum .
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(*"(Eric Goldman ) seadg 1l (%) Lawrence Lessig _swsd sl
05Ss O OSar samady ol ) aadle o e agelis (81538, 385 aayes
salal odgd Cilaalall unyai S L 13 ag A1 ihaid oalla 8 lasa
Al Alianal) o) Jsil) Koy Jaid ladie dpulad) sall e laad
O o Al ¢ il o S ) A9l sl e callall olaly Ll
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28 -Frank Easterbrook is/ was Professor of law & Economics at the University of Chicago
and is a judge of the court of Appeal for the 7th circuit.
29 See: Frank H. Easterbrook, Cyberspace and the Law of the Horse, 1996 U. CHI.
LEGAL F. 207. He argued that instead of treating cyber law as a discrete legal discipline,
lawyers would be better served mastering foundational legal principles and then applying
those principles to new factual circumstances as they arise.
30 - see Lawrence Lessig, The Law Of The Horse: What Cyber law Might Teach, 113
Harvard law review .501 (1999).
3! _ Assistant Professor and Director, High Tech Law Institute, Santa Clara University
School of Law, CA, 2006-Associate Professor, 2008-presentAssistant Professor, 2006-
08Director of the Courses taught: Internet Law (formerly Cyberspace Law), Intellectual
Property, Advertising & Marketing Law
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32 _ Judge Easterbrook’s observations were correct in at least two ways. First, specialty
courses compete with general courses for student enrollment. Students who oversubscribe
to specialty courses at the expense of foundational courses may limit the long-term value of
their legal education. Second, Judge Easterbrook’s reaction nicely reflects the state of cyber
law circa 1996, when cyber law was almost exclusively common law, and judges were
rapidly technologies. Nevertheless, I think Judge Easterbrook reached the wrong
conclusion. From a pedagogical standpoint, specialty courses like Cyber law may reinforce
basic legal principles for students and provide new insights into these principles, helping
students deepen their understanding of the law. More importantly, over the past dozen
years, legislators have embraced the Internet enthusiastically, enacting an extensive body of
cyberspace-specific statutory regulation. These regulations do not always comport with
traditional common law principles. A lawyer who (as Judge Easterbrook advised) simply
mastered well-settled legal principles would not be adequately versed in modern cyber law.
There are other practical reasons to study cyber law in a standalone course. Today, given
the Internet’s ubiquity, just about every lawyer encounters some cyber law issues regardless
of practice area. Further, cyber law provides a good case study of legal developments in
24
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response to rapidly evolving technology and business/social practices—a process that, in
our technology-driven economy, many lawyers are likely to experience in their careers.
S ol o gl JEEAY) 6 Tadie " (1 udly g SOV wball Aadil Jiin " () giny 5 yunlae : jaaaall - 33
Yol a3 sl b jluaal aladly 22009/10/25 23Y) ¢ (538 sall 1 saall iy Ladlaa e 3 4 paal) dyill
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38 - Law will evolve in this technological age, as it has in past ones, to adapt to new forms
of human interaction. How smoothly the transition occurs will depend on the pace of
change and the flexibility of our legal institutions, including legal education. AT THE
CROSSROADS OFLAW _AND TECHNOLOGY Introduction by Alan Heinrich,*
Karl Manheim.** & David J. Steele*** * Loyola Law School, J.D. candidate May
2000; At the Crossroads of Law and Technology student participant.** Professor,
Loyola Law School. Professor Manheim was the Loyola faculty advisor for the
Symposium.*** Loyola Law School, J.D. candidate May 2000; At the Crossroads of
Law and Technology Coordinator.

** = An accurate course census is hindered by diversity in course titles and Substantive
coverage. The course lacks a single universally adopted course title; instead, popular Cyber
law course titles include:

31



s 5alall 53 (i Bl ailslae die Glagudl e Lal uis Gulayy
Ll Al s L)) poe Loy adf G L lagad) 8 Bpmalall LIS
Sasmall Laala i (Apand) Claaisall dgalgad Alge s Aslasbeal) pdin
Mladll Cluhall” 20SY duliall Gl yaall Gasda 485 L sl Sl o 5lall
Cenin 3L Lianls ol 138 4555 Al gus Gaals 58 <2005 alall dig
Alall dia " V) Culal) asle’ A0 8 sl Giale & dnuhall sl
I Y) " 'Cyber Law” sl gll' (lsie caal 22009 sy 22005
S ASN) el ) ol canse Jac 22009 alal) i

Oasaal) Lrala oy 2 Agla gl Cilaalal) 3" silal) clISY dually
Vsalall GelE " e caad G plall COUA 3Ll oda anjat "dagidall
08 A Gl Ta sl daalay (il A G ) Ll i
"Gl U duyall Ledly e (asda (e Adpanal )58 28 (laga)
S asliall” Nsa e cpe Liadly Al aslally @l " e aal
Glaiiad Jal (e 300 Laligs ) ASlsally Cunatl) Adad e @lldy
dadlly duala cuyil) caliay Al apud) pdaill 4 lall alaal) 4S5
casenll e il

salall o3 Gpenal Qe 8 aelud Al Vs Jilagl) #1580 Jal e
Glal 8y an s S Ayl Glaalall 8 galall QLIS alsa o
—a

[1“Cyber law”/’Cyberspace Law”/”Law of Cyberspace”[]1[1“Internet Law”/’Law of the
Internet” [ [J [ “Information Technology Law”/”IT Law”[][1“E-commerce Law”.
32



' Lhansd 7yl Ay gl lralal) (S 850l s 2agi &y ]
SOl glaal) A 0118

el hall )aall Ger Glaslaal) 468 68 ) e penad 2y [
Gl gunge adama oy "dald ) Al 058 Gy (LN ugllsy
e sl aaindly da JSY) Glegmsall Ao 2S5l aa oLl
laglaall Gals edig SNV clebaally (dglaglaall aihall JU) Jw
Ol Clal Gpaile of daga ¢ gl (s A paste ) dpagia sy
GLASH (e oyl (pe (gotinall Bae Ay Dlogimgall b lisy
.(40)5)';{}1\

ofmalall 8 ApLaay) dlsall e e salall oda sl o (S [
iy DA e Gsldll ga58 lel o 4t anyy lllall Sa 4l
b paaiill sl Cilepiasa e sl S O (OISl Aaye
e 3l geing gl g5 G b S O Cia cLlall ciluall Ay
il Aliie 3ale Lgie JS 0588 Y il Cile gun g B0

Ay e 5ol My Aale diay laalal) 38LL Sl /_a
aslall ay e AR aslall (o ey alall s ) Gim (asadll
by g tall e Lage s cilaglaall Ay g ulall o 1aS (55 2Y)

(41) )

40- Ranging from survey courses to highly specialized “tech-law” courses.
41 -Cyber law spans a diverse group of fields that are clearly cross-disciplinary, both
between fields of law and with disciplines covering a wide range of technical, social
science, and human factors. Introduction: Cyber law: A Forward (Special Issue on Cyber
law) by John W. Bagby, 39 Am. Bus. L.J. 521 (Summer, 2002)
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Roberta Rosenthal, K wall - The Intellectual Property
Curriculum: Findings of Professor and Practitioner Surveys-
(in 1999, 34 of 69 Schools responding to a survey offered a
Cyber law course of some sort).

: ERIC GOLDMAN - TEACHING CYBERLAW-
Santa Clara University LAW JOURNAL- [Vol. 52:749-

SEPTEMBER 26, 2008.

: Naavi-vijay Ashankar-Cyber Law For every netizen in
India- Version 2004.

Samtani Anil & Harry SK Tan - Legal Regulatory and
Policy Issues of E-Commerce in Asia Asian Forum on ICT
Policies and e-Strategies- By Asia-Pacific Development
Information Program United Nations Development Program
www.apdip.net/asian-forum .

: Lawrence Lessig- The Law Of The Horse: What
Cyber law Might Teach, 113 Harvard law review .501
(1999)

36



6.

Alan Heinrich,* Karl Manheim* & David J. Steele*
oyola Law School, J.D Professor, Loyola Law School.
Professor Manheim was the Loyola faculty advisor for the
Symposium.* Loyola Law School, J.D At the Crossroads of
Law and Technology-

John W. Bagby, Cyber law: A Forward (Special Issue
on Cyber law) 39 Am. Bus. L.J. 521 (summer, 2002)
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